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Moderation vs. Take Down Factsheet

When making available a Web 2.0 technology to which third parties can contribute content, thought should be given to the strategy to be deployed with regard to that content in the event that it is found to be unlawful. 

Notice and Take Down
The notice and take down procedure was introduced in the European e-Commerce Directive and implemented in the UK in the 2002 Regulations. The most relevant provision relates to hosting and states the following:
“Where an information society service is provided which consists of the storage of information provided by a recipient of the service, the service provider (if he otherwise would) shall not be liable for damages or for any other pecuniary remedy or for any criminal sanction as a result of that storage where - 
(a) the service provider - 
(i) does not have actual knowledge of unlawful activity or information and, where a claim for damages is made, is not aware of facts or circumstances from which it would have been apparent to the service provider that the activity or information was unlawful; or 

(ii) upon obtaining such knowledge or awareness, acts expeditiously to remove or to disable access to the information, and
(b) the recipient of the service was not acting under the authority or the control of the service provider.” 

A number of points should be noted: 

· The purpose of this provision is to shield those who host information from liability in relation to that information so long as they do not have actual or constructive knowledge of the unlawfulness of the information. 

· Once knowledge of unlawfulness comes to the attention of the provider of the service, the information must be removed. 

· The unlawful information can be of any type. For example, obscene; an infringement of copyright and/or defamatory etc. 

There is debate over what might constitute facts and circumstances from which knowledge of the unlawfulness would become apparent. It has been suggested, for example, that where there is a particularly heavy volume of traffic then the circumstances might suggest uploading/downloading of music and films. 

Moderation
The provider of a Web 2.0 technology might choose to moderate content supplied and placed by third parties onto the technology. This might be in a number of different ways content might have to be sent to the moderator prior to posting, read by the moderator, and then posted by the moderator onto the platform; 
· The moderator might regularly check the content on the platform 

· The moderator might periodically check the content on the platform. 

The key issue about moderation is that it is likely to place the moderator in a position where she/he becomes aware of potentially infringing material. In these circumstances, and as indicated above, the notice and take down provisions will not shield the operator from liability. Where a moderator checks content prior to posting, then it would be difficult to argue she/he did not have knowledge of potentially libellous or obscene material or material which incited racial hatred. Copyright infringing material might be more difficult to detect, but in some cases may be obvious. 

Where it is a part of the Web 2.0 technology or service that the moderator either regularly or periodically checks the content of the platform, again it would be hard to argue that she/he did not have actual knowledge of potentially infringing material. 

Where, through moderation or oversight of the technical aspects of the Web 2.0 technology it becomes apparent, for example, that there is heavy usage, it might again be difficult to argue that it was not obvious that infringing activity was taking place – such as up/downloading of infringing material. 

Developing a Strategy
Because moderation of a Web 2.0 technology is likely to make the moderator and those in charge of the technology either actually aware of infringing behaviour or of facts and circumstances from which such behaviour can be inferred, it may seem preferable not to moderate at all – which is the preference of many social networking sites, such as YouTube and Facebook. If a project chooses this strategy, a clear and robust notice and takedown procedure needs to be put into place whereby third parties can submit claims that potentially unlawful material is being hosted by the project, which will be acted on expeditiously. 

However for some (many) Web 2.0 projects not having any oversight of the content on the platform will not be an option as engagement by those responsible with the technology and the content is an integral part of the exercise. In these circumstances those who do see the content should be given instruction on what might amount to libellous, obscene etc. material in order to be able to identify any potentially problematic content. Procedures should ensure that this material either is never posted onto the platform, or is removed immediately once identified. This strategy should be backed up by a robust notice and take down procedure. As indicated above, while it would be harder to argue that actual or constructive knowledge is absent where moderation takes place, the likelihood of any action being taken where infringing material is removed expeditiously in response to a complaint, is small.

[image: image1][image: image2][image: image3][image: image4][image: image5][image: image6]
PAGE  
1
5 February 2009

© HEFCE, 2009. This paper is licensed under a Creative Commons Attribution-Non-Commercial No Derivative 2.0 UK: England & Wales Licence

Version 1.0
www.Web2Rights.org.uk
The contents of this paper are for information purposes and guidance only. They do not constitute legal advice


[image: image7.png]