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Inappropriate Content Use Cases

[Based upon those created by JISC Legal]

Use Case 1
Your institution receives notification that material on a blog hosted by a department is offensive and insulting to a particular user. IT Support Staff need to be able to respond by implementing a rapid take down procedure in accordance with your institution’s take down policy. This will include isolating the material and removing it once this is sanctioned by the institution’s authorised person. 

Areas of law which are likely to arise in this situation include: 

· Libel/defamation 

· Obscenity 

Use Case 2
Your institution receives notification that material on an external social networking site contains racist remarks. The comments involve stirring up hatred against persons on racial or religious grounds and are identified as originating from your institutions network. IT Support Staff need to be able to trace the activity to specific computers and identify individuals. The notification should trigger an incident response procedure which comes into effect and which removes the offending material. 

Areas of law which are likely to arise in this situation include: 

· Incitement to racial hatred 

Use Case 3

A lecturer at your institution takes part in an open online discussion forum about a particular topic in which he has expertise. The thread of the discussion quickly turns into the discussion in which potentially libellous comments are made about another member of staff (not initiated by the lecturer). Although the comments are removed, if there were repercussions, the responsibility for the comments in the first place is the host of the online forum, who depending upon their terms and conditions could subsequently seek damages etc from the people who originated the comments.
Areas of law which are likely to arise in this situation include: 

· Libel/defamation 

· Obscenity 
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